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SOLUTION BRIEF

Secure Your Business with Powerful Cyber Defense Solutions from

Dell and Vectra

Delivering best-of-breed business continuity and cyber defense solutions

Business, infrastructure and tool complexity can slow down growth and create
security gaps that can be exploited by modern cyberattacks. Building a business
protection and cybersecurity strategy is challenging — yet it’s critical that
organizations design, build and operate solutions that are not just best of breed,
but are also aligned to provide maximum attack surface coverage, signal clarity and
intelligent control.

Dell Technologies, the global leader in IT solutions, has an excellent set of solutions to help
customers centrally manage business continuity and provide attack detection for endpoints.

With the addition of the Vectra platform, which is available via Dell, and running on Dell
PowerEdge compute environments, customers can leverage the power of Vectra's Security
Al-driven Attack Signal Intelligence™ for cloud, SaaS, identity and network environments.

This consolidated solution set helps organizations simplify their business continuity and
cyber defense strategy while consolidating vendors and tools.

e Best-of-breed infrastructure, business °
continuity and cyberthreat detection and e
response solution.

Erasing known and unknown threats.
Native integration between Vectra and
Dell solutions.

Key Security Challenges

e Too many vendor solutions
without integration

e Security gaps in cloud,
SaaS, identity, network
and endpoints

e Misaligned business
continuity and cyber
security defense strategy

e Rapidly detect, investigate and
respond to threats.

e Scalable from medium to
large enterprises.

IT solutions for cyber resilience

Expanding attack surfaces and increasing threat sophistication
demand a modernized approach to cyber resiliency. Dell leverages
the breadth and depth of its end-to-end IT ecosystem presence

to develop cybersecurity solutions that are designed to provide
confidence, control and scale for your security posture.

The powerful combination of Dell Technologies and Vectra will more efficient.

Solution Offerings

Business Transformation Advisory Services Zero Trust Architecture

¢ Dell ProConsult ¢ Device trust

e User trust powered by RSA
SecurelD MFA

e Transport and session trust

Cyber Threat Detection and Response
e Dell SafeGuard (Endpoint Detection

and Response)

Vectra NDR (Network Detection and
Response), CDR (Cloud Detection and
Response) and IDR (ldentity Detection
and Response) with Attack Signal
Intelligence™

Dell PowerScale for ransomware
powered by Superna Ransomware
Defender

e Software trust

e Data trust

e Visibility and analytics

e Automation and orchestration

Cyberthreat Recovery and
Business Continuity

e Dell PowerProtect for on-premises,
AWS (Amazon Web Services), Azure
and GCP

help global enterprises execute a comprehensive cybersecurity and
business continuity strategy by deploying best-of-breed ecosystem
solutions. Together, Dell and Vectra can deliver better threat
coverage, industry leading attack signal clarity, and consolidated
controls that will help security operations be more effective and

e Dell PowerScale Intelligent Airgap
powered by Superna Enterprise
Airgap

e Dell PowerScale failover and rapid
data recovery powered by Superna
DR edition

Managed Detection and Response

Services

e \ectra MDR (Managed Detection
and Response) Services leveraging
the Vectra platform and Attack
Signal Intelligence
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Vectra Managed Detection and Response Services
with the Vectra Platform and Attack Signal Intelligence™

Optimize your cyber defense with the Dell Technologies Ecosystem, including the
Vectra platform with industry-leading Attack Signal Intelligence™.

e Consolidate and simplify your business, e Close the gaps that attackers can exploit e Align your business continuity and
infrastructure, data and cyber protection by delivering enhanced coverage, clarity cyber defense strategies to streamline
with best-of-breed, integrated solutions. and control. processes, improve threat detection and

execute rapid investigations, response
and recovery as needed.

To learn more visit...

Vectra Threat Dectection and Vectra Attack Signal Sales Contact
Response Platform Intelligence™

About Vectra

Vectra® is the leader in hybrid cloud threat detection and response. Vectra's patented Attack Signal Intelligence detects and prioritizes
threats across public cloud, SaaS, identity, and networks in a single platform. Vectra’s Attack Signal Intelligence goes beyond simple
anomaly detection to analyze and understand attacker behavior. The resulting high-fidelity signal and deep context enables security
operations teams to prioritize, investigate and respond to cyber-attacks in progress sooner and faster. Organizations worldwide rely on the
Vectra platform and MDR services to stay ahead of modern cyber-attacks. Visit www.vectra.ai.
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